
Fighting the Good Fight



Who Am I?

Edmund Brumaghin
• Threat Researcher at Cisco Talos.

• I <3 Malware.

• Spent over a decade protecting 
critical infrastructure.

• Embedded Systems/IoT Research @b4n1shed



Threat Intelligence

Talos encompasses six key areas:

Threat Intelligence & Interdiction, 
Detection Research, 
Engine Development, 
Vulnerability Research & Discovery,
Open Source & Education, 
and Global Outreach.

We are an elite group of security experts 
devoted to providing superior protection to 
customers with our products and service.

Cisco Talos' core mission is to 
provide verifiable and customizable 
defensive technologies and 
techniques that help customers 
quickly protect their assets from 
cloud to core. 

Our job is protecting your network.



Threat Landscape
Vulnerabilities – Low hanging fruit is on the decline
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Windows 10 Mitigations
• Control flow guard (CFG)
• Data Execution Prevention (DEP)
• Mandatory Address Space Layout Randomization (ASLR)
• Bottom-up Mandatory Address Space Layout Randomization (ASLR)
• Validate exception chains (SEHOP)
• Validate heap integrity
• Arbitrary code guard (ACG)
• Block low integrity images
• Block remote images
• Block untrusted fonts
• Code integrity guard
• Disable extension points
• Disable Win32k system calls
• Do not allow child processes
• Export address filtering (EAF)
• Import address filtering (IAF)
• Simulate execution (SimExec)
• Validate API invocation (CallerCheck)
• Validate handle usage
• Validate image dependency integrity
• Validate stack integrity (StackPivot)
• ….
• Applocker, Device Guard, Patch Guard, Browser Sandbox, 

Security Development Lifecycle (SDL)...

Pwn2Own@CanSecWest 2018:
(fully patched OS, not hardened)

“… targeted the [Edge] browser 
with a pair of use-after-free bugs and 
an integer overflow in the kernel to 
run code with elevated privileges”

“ ...It's the second year in a row that 
Chrome has emerged unscathed from 
the competition.”



Threat Landscape

• People are much more 
economic to exploit than 
software.



Why trust Talos?

Actionable 
Intelligence

Collective 
Response

Unmatched 
Visibility



From Unknown to Understood
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Common Threats



Threats Facing Enterprises Today

Malvertising
Drive by

downloads

Rogue
software

Botnets
Cryptomining

Credential
compromiseDDoS

Man in
the middle

Spyware/
Malware

Advanced
persistent

threats

Wiper
attacks

Phishing Unpatched
software

Supply
chain attacks Ransomware

Data/IP theft



Commodity Malware Lifecycle

Malware Author

Malware

Miscreants

Email Web Exploitation

Victims

Command &
Control Server (C2)



Malicious Crypto Mining
Tools

Tactics
• Default passwords
• Spam, Link Spam, and Phishing
• Coin Hive and other embedded miners

Processes
• Steals CPU time
• Doesn’t cause problems, so users 

don’t report it.

• Macros, Docs, PDFS, and EXEs
• Also compiled for IoT devices
• Mimikatz and Credential stealers

• Utilizes spare CPU to make money
• Wide and Common
• Low bar like Ransomware

Description



Cryptomining Profits

Worker ID Average Hash Rate Potential Profit

4BrL51JCc9NGQ71kWhnYoDRffsDZy7m1HUU7MRU4nUMXAHNFBEJhkTZV9HdaL4gfuNBxLPc3BeMkLGaPbF5vWtANQpR48NWyTtgLF8daDK 450 KH/s $330,000.00

4AQe5sAFWZKECiaeNTt59LG7kVtqRoSRJMjrmQ6GiMFAeUvoL3MFeTE6zwwHkFPrAyNw2JHDxUSWL82RiZThPpk4SEg7Vqe 350 KH/s $257,000.00

4875jA3AmHFaaiYMxSCqnw39viv7NcqJUcbW3kR1kwpQ1stxLKhHM75DDqFBqpMsfzPkqKxJEHokjXP8m3uwzXZx38EX4C 325 KH/s $238,000.00

43rfEtGjJdFaXDjRYvo7wJ9Cmq1vWjMdkZzaKEkgp4aQBHKhKZ7Rp6oB1QMBPFJUKGGWc9AeAbr9V6gYVSM8XwbXBYZXBss 245 KH/s $180,000.00

46xzbEFicggME8PBfwPnwuHbtk2UQY6xmMjAs3MHvLEmSyTnBv3BQTdYZ5Nfw5qLGbZmvTH4rZMXZF6rYNjgfAABSm9FaYT 240 KH/s $176,000.00

Total 1.6 MH/s $1,181,000.00



Commercial RATs
Tools

Tactics
• Spear Phishing
• RePacking
• Delivery is actor choice

Processes
• Capture Password, and Screenshots
• Resell to more sophisticated actor

• C++
• Anti-Analysis
• RC4 encoded C2

• Commercial Remote Access Trojan
• Sold / supported on various forums
• Costs less than 300 USD

Description



Banking Trojans
Tools

Tactics
• Email Delivery Common
• Malware Downloaders Common (.DOCX, .XLSX, etc)
• Delivery is actor choice

Processes
• Capture Banking Credentials, and Screenshots
• Banking Credentials Used for Significant 

Financial Theft

• Multiple Variants at Any Given Time
• Designed to Steal Banking Credentials
• Examples: Trickbot, Emotet, Zeus

Description

• C++
• Anti-Analysis
• RC4 encoded C2



Sextortion Scams
Tools

Tactics
• Take Advantage of Old Data
• Provide Username/Password to Scare Users
• Threaten with Exposure, Profit

Processes
• Used Freely Available Data
• Played on Peoples Fear
• Generated Significant Profits

• Leveraged Old Data Breach Information
• Threatening Sextortion Emails
• Bitcoin for Payout

• Leveraged Open Source Breach Data
• Crafted Emails w/ Username/Password
• Generated ~$150K in crypto currency

Description



Original Attack



Attacker’s Evolve



Ransomware
A Crash Course



What Is Ransomware?



AIDS Trojan - 1989



Game Changers



Where Are We Now?



Emotet, Trickbot, Ryuk… Oh My!



What is Emotet?

One of the most widely distributed and actively developed malware 
families used by cybercriminals today.

Started as a banking trojan, but now also functions as a dropper for 
other payloads.

Can cause persistent infections, credential theft, account lockouts, 
email hijacking, and fraudulent bank account transfers and 
withdrawals.



Why do we care?

US-CERT estimates that Emotet is one of the most costly and 
destructive malware families affecting public and private sectors.

Emotet poses a serious threat to businesses, and individual users, 
with the number of Emotet-related cases remaining consistently 
high.

Infections cause loss of sensitive or proprietary data, financial 
damages, reputational harm, and operational downtime.



Distribution

Malicious spam 
emails disguised 
as invoices, 
receipts, holiday 
greetings, and 
other themes

Emails deliver 
Word docs 
containing 
malicious 
macros

Emails contain a 
malicious URL 
embedded in 
the body of the 
message or in 
an attached PDF

Once opened, 
the Word doc 
launches 
PowerShell 

Macros execute 
PowerShell 
command line 
that downloads 
Emotet payload 
from C2 server

Clicking the 
URL downloads 
files that 
contain 
malicious 
macros



Modules
Banking module

Email client 
information-stealer 

module

Browser 
information-stealer 

module
Outlook 

scraper/spam 
module

DDoS module

Credential 
enumerator module



Network Propagation

Brute Forcing Passwords

● Downloads spreader module that contains a 
password list 

● Uses list to brute force access to other machines 
on the same network

● Can cause unauthorized access, operational 
downtime, and loss in productivity 



Network Propagation

Brute Forcing Passwords

● Downloads spreader module that contains a 
password list 

● Uses list to brute force access to other machines 
on the same network

● Can cause unauthorized access, operational 
downtime, and loss in productivity 

Malspam

● Installs a spam module to move laterally across 
the network

● Scrapes email accounts and sends malicious 
messages to addresses in those contact lists

● Harder to block by anti-spam systems since they 
come from the victim’s legitimate infrastructure



Network Propagation

Brute Forcing Passwords

● Downloads spreader module that contains a 
password list 

● Uses list to brute force access to other machines 
on the same network

● Can cause unauthorized access, operational 
downtime, and loss in productivity 

Malspam

● Installs a spam module to move laterally across 
the network

● Scrapes email accounts and sends malicious 
messages to addresses in those contact lists

● Harder to block by anti-spam systems since they 
come from the victim’s legitimate infrastructure

EternalBlue

● Emotet uses EternalBlue to attack unpatched systems by exploiting a Windows vulnerability in the SMB protocol.



Delivery of Different Payloads

Ransomware
UmbreCrypt
Ryuk

Banking Trojans
Trickbot
Quakbot
Zeus Panda

Banker
IcedID
Dridex



Ryuk Ransom Note



Recent Events

In June 2019, the Emotet botnet went offline, with C2 infrastructure 
no longer operational.

New Emotet activity ceased during a period of inactivity for several 
months.

In September, the Emotet botnet came back online and 
distribution activity resumed in high volumes.

Emotet is currently active with new campaigns being observed 
very frequently.



Targeting and Victimology

Affected
Industries

Consulting

Education

Manufacturing

Hospitality/leisure

Government

Retail

Transportation 
and logistics

Chemicals

Healthcare

Technology

Food and beverage



2019 – The Year Of “Big Game Hunting”

Encrypt files & 
demand payment

Install Ryuk
Ransomware

Spread Laterally 
Through Network

Install Emotet

Send Malspam



Big Game Hunting Is Profitable



Ryuk – Profitability Analysis
~400 Ryuk Samples



Ryuk Profits
Bitcoin Wallet Address Bitcoins Received Value in USD
1Kx9TT76PHwk8sw7Ur6PsMWyEtaogX7wWY 182.9999668 $1,462,484.49

12vsQry1XrPjPCaH8gWzDJeYT7dhTmpcjL 55 $439,544.60

15RLWdVnY5n1n7mTvU1zjg67wt86dhYqNj 50.41 $402,862.61

1FtQnqvjxEK5GJD9PthHM4MtdmkAeTeoRt 48.25 $385,600.49

1L9fYHJJxeLMD2yyhh1cMFU2EWF5ihgAmJ 40.035 $319,948.51

1FRNVupsCyTjUvF36GxHZrvLaPtY6hgkTm 38.9999859 $311,676.97

1Jq3WwsaPA7LXwRNYsfySsd8aojdmkFnW 35 $279,710.20

1C8n86EEttnDjNKM9Tjm7QNVgwGBncQhDs 30.00821708 $239,817.27

1GXgngwDMSJZ1Vahmf6iexKVePPXsxGS6H 30.00217032 $239,768.94

1ChnbV4Rt7nsb5acw5YfYyvBFDj1RXcVQu 28 $223,768.16

14aJo5L9PTZhv8XX6qRPncbTXecb8Qohqb 25.00016544 $199,794.32

19AE1YN6Jo8ognKdJQ3xeQQL1mSZyX16op 25 $199,793.00

1CW4kTqeoedinSmZiPYH7kvn4qP3mDJQVa 24.077 $192,416.64

18eu6KrFgzv8yTMVvKJkRM3YBAyHLonk5G 30 $159,834.40

1CbP3cgi1Bcjuz6g2Fwvk4tVhqohqAVpDQ 13 $103,892.36

1KUbXkjDZL6HC3Er34HwJiQUAE9H81Wcsr 10 $79,917.20

14hVKm7Ft2rxDBFTNkkRC3kGstMGp2A4hk 10 $79,917.20

1NuMXQMUxCngJ7MNQ276KdaXQgGjpjFPhK 10 $79,917.20

129L4gRSYgVJTRCgbPDtvYPabnk2QnY9sq 6.4995167 $51,942.32

1ET85GTps8eFbgF1MvVhFVZQeNp2a6LeGw 3.325 $26,572.47

1Cyh35KqhhDewmXy63yp9ZMqBnAWe4oJRr 2.79993008 $22,376.26

1K6MBjz79QqfLBN7XBnwxCJb8DYUmmDWAt 1.70004113 $13,586.25

1E4fQqzCvS8wgqy5T7n1DW8JMNMaUbeFAS 0.001 $7.99

Total 700.1079935 $5,515,149.85



Protection

Routinely update and patch 
software and operating systems

Enable advanced event logging 
and monitoring 

Actively whitelist and blacklist 
applications

Implement a data backup and 
recovery plan

Exercise anti-phishing best 
practices

Create long, complex 
passwords and use multi-
factor authentication 

Disable macros

Perform system hardening



Remediation Steps

Disconnect and reimage the infected machine 

In extreme cases, disconnect the network from the internet 

Quarantine infected systems on VLAN

Prevent logins from domain or shared local administrator accounts

Reformat file systems and reinstall operating systems and applications

Move hosts to a staging VLAN for monitoring and patching

Restore critical data 

Change all passwords 

Review infected users’ log files and Outlook mailbox rules 



Forcing the Bad Guys to Innovate
Spreading security news, updates, and other information to the public.

Talos publicly shares security information through numerous 
channels to help make the internet safer for everyone.

ThreatSource Newsletter
cs.co/TalosUpdate

Social Media Posts
Facebook: TalosGroupatCisco

Twitter: @talossecurity

White papers, articles, & other information 
talosintelligence.com

Talos Blog
blog.talosintelligence.com

Instructional Videos
cs.co/talostube

Beers with Talos Podcast
talosintelligence.com/podcasts



@talossecurity blog.talosintelligence.com


